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Cloud Architecture -1p1D

DINTORIONTIN TPONINNIOPLIDIN NNTAN IV 2AWNN NITIO' NN TNJ1 NT P92
J7INI D'D'D2 DYMORNI NIYWNI DITIN,[IY 2AWNN 'MNIN'Y W D'ITIN2 TPNN)
[3V NTNL2X NAWNI NNADNNT NDNIYNN NIMNNN

Introduction to Cloud Computing
Introduction & Cloud Architecture
Cloud Essential Characteristics
Cloud Service Models

Cloud Deployment Models
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Shared Responsibilities

Infrastructure Security for Cloud - 2 P19
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Module Intro

Intro to Infrastructure Security for Cloud Computing
Software Defined Networks

Cloud Network Security

Securing Compute Workloads

Management Plane Security

BCDR
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Managing Cloud Security and Risk - 3 p19
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Module Introduction
Governance

Managing Cloud Security Risk
Legal

Legal Issues in Cloud
Compliance

Audit

CSA Tools
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Data Security for Cloud Computing - 4 P19
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Module Introduction

Cloud Data Storage

Securing Data in The Cloud
Encryption for laaS
Encryption for PaaS & SaaS
Encryption Key Management
Other Data Security Options
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Data Security Lifecycle

Application Security and Identity Management for cloud Computing - 5 P19
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Module Introduction

Secure Software Development Life Cycle (SSDLC)
Testing & Assessment

DevOps

Secure Operations

Identity & Access Management Definitions

|AM Standards
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Cloud Security Operations - 6 p1D
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Module Introduction
Selecting A Cloud Provider
SECaaS Fundamentals
SECaaS Categories
Incident Response
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CCSK Exam Preparation
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